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Designing for Security

Agenda
Understanding threats & risks

Protecting the infrastructure
CPTED

Security systems technology
Class example
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Determining Security Requirements
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Risk, threats, vulnerability analysis

Identify assets

Determine criticality
Determine threats

Determine modes of attack
Determine vulnerability
Determine protection required

Threat and vulnerability analysis will
determine the weaknesses and potential for
attacks

The result is the functional security design
criteria
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Integrated Security Program
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Identify Assets: What is to be protected

People
Information
Property
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How critical is the asset to be protected?

What is the mission
statement of the
facility?

What and whom
are the probable
targets?

How easy can the
assets be replaced?
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Determine Modes of Attack

Is the threat from within?

Or, is the threat from outside?

How will the perpetrator gain access
to the property?

Is the attack likely or imminent?

What tools or weapons will they use?
Bombs? Guns? CBR?
Who has the answers you seek?

Does anyone want to hear the truth
when you do find the answers?
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DHS All Hazards Approach
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Examples Mitigation Measures

Florida Association of American Institute of Architects




What are the vulnerabilities?

A vulnerability risk assessment is
an in-depth analysis of building
functions, systems, operations,
and site characteristics to

identify building weaknesses,
and lack of redundancy, and
determine the corrective actions
that can be designed or
implemented to reduce the
vulnerabilities.
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Definition of Threat: Street Crime

What are the challenges to our safety?
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Definition of Threat: Workplace Violence

Florida Association of American Institute of Architects




Definition of Threat: Terrorism
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Infrastructure protection

Country’s 300 air and seaports

Oil and chemical Supplies
and Storage

Energy, Water,
Sewage treatment

Communications
Buildings
Information/data/records
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Infrastructure Security
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Threats against homeland security

It is a mater of scale

Is homeland security only about
protecting large infrastructure like water
systems, and bridges and dirty bombs?

Or is it also about protecting our built
environment: office buildings, shopping
centers, banks, schools.

And is it about protecting against break-
ins, trespassing, theft, assault?
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Events of 9-11 changed focus

Before 9-11 Security= Access Control +
Surveillance + response

After 9-11 Enhanced security = Access
control + surveillance + response + building
hardening + bio/chem / blast protection
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Existing Security Challenges
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The Onion (layered) Approach

1st Level - Outer
Perimeter Level

2nd Level -
Building Exterior

3rd Level -
Interior Control,
Point Security
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Site and Building Design
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Site Layout and Planning
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Blast Threat: Cars, trucks, suicide attacks
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Buildings are attractive and vulnerable targets for CBR:

CBR agents can remain concentrated
for long periods of time;

Mechanical and ventilation systems
can effectively distribute CBR agents
increasing exposure and intensifying

contamination;

CBR agents can be delivered In
building covertly through mail or
water systems;

Buildings can be difficult to restore
after a CBR attack.
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Things Not To Do

Do not permanently seal outdoor
air intakes.

Do not modify HVAC systems
(includes filter upgrades) without
understanding the effects on
building systems or occupants.

Do not interfere with fire protection
and life safety systems.
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Physical Security

Prevent Easy Unobstructed Access
to Outdoor Air (OA)Intakes.
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Relocation

Relocate OA
intake to a high
sidewall or
secure roof
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Problem waiting to happen
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Security Zones

Third choice in recommended security
techniques for OA intakes (may be most
feasible for some)

Goal to keep public away from intake

Iron fencing or similar see-through
barriers preferred

Open buffer zones to help make
intrusion more obvious

Enhance with physical security, CCTV,
security lighting, intrusion alarms to
Increase security
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Physical Security

Restrict Access to Mechanical Areas and

Roofs
Mechanical areas located throughout building

Provide access control systems to centralized
mechanical systems (HVAC, elevator, water, etc.)

Unauthorized roof access can lead to building
ingress and/or access to roof-mounted
mechanical equipment

Mechanical systems are susceptible to
tampering & contamination

Access should be strictly controlled, maintain log
anﬂll accountability for keys, key codes, access
cards
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Multi-cell Radial Flow Unit

Pre-Filter HEPA Filter ~1¢3ting Coil

Fan Carbon Filter Cooling Coil
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Know your resources

Know who are the key people?
What are the key agencies?
What are their jurisdictions?

Funneling effect - is there any coordinated
effort in your community to collect and
evaluate community data?

Is that data secure from terrorists???

Are the lines of communication clear with
the “powers that be”?
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CPTED looks at Big View

Problem Seeking versus Problem Solving
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Definitions: CPTED

Through the proper use and

design of the built environment
you can reduce the opportunity
and fear of stranger-to-stranger

predatory type crime and as a
result improve the quality of life.
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CPTED Approaches
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The Promise of CPTED: Deliverables

Undesirable features can be avoided
at the design stage

Existing buildings can be modified to
make them less crime — prone

These improvements need not be
expensive

CPTED changes can be
architecturally and aesthetically
pleasing

Florida Association of American Institute of Architects




CPTED strategies

1) Natural surveillance
2) Natural access control

3) Territoriality and boundary
definition

4) Maintenance and Management
5) Legitimate activity support

6) Displacement

7) Avoid conflicts of users and uses
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Who are the users?

Cast of characters of our buildings
Normal users: legitimate purpose
Abnormal users: illegitimate
Observers: capable guardians

What are the uses?

Florida Association of American Institute of Architects




Who are the illegitimate users?
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Mechanical CPTED: Physical security

Closer Look at
Fencing barriers and gates

Lighting
Glazing
Video, Recording, Video Content

Analysis

Access Control

Perimeter Intrusion Detection
Command and Control Centers
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Fencing and barriers
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Lighting
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Closer Look at - Video

Digital Cameras

Why Encode and Decode — Just go
Digital

Digital Cameras, IP Cameras

Hit market 7-8 years ago
Great Strides
Reasonably priced

Plug and Play

But:

Video quality vs analogue
Ruggedness questionable
Immature still

Security market is catching up
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Closer Look at - Recording

Recording
Ask the questions...

Do it or not?

How much recording do we need?

What frame rate and resolution?

Do we change parameters upon incident?

Is it tamperproof?
Where do we do the recording?
Do we have/need synchronized audio, too?
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Closer Look at — Access Control

Access Control
Many say this is the one element they would NEVER give up!

Has it changed much?

Cards
Magnetic stripe
Smart Card — Contact and Contactless
Optical Card
Card readers
Proximity readers / Swipe readers / etc
Card management
Interface to HR / Interface to hour and pay / etc
Panels
Software
CAD - Computer Aided Dispatch

GIS - Geospatial Information Systems

Lenel, Software House, AIM by ARINC, Intergraph are some vendors
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Closer Look at - Access Control

Biometrics
Two Most Common
Fingerprint - Alone or in combo with badge
Digital Fingerprint in the smart card
Future may be for POS
Bioscrypt and Identix are vendors
Hand Geometry

Alone or in combo with badge

ID3D and Recognition Systems Inc are
vendors
Not as common

Retinal scan — out to 1 foot now
Voice pattern recognition
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Closer Look at - Intrusion Detection

Intrusion Detection Systems

Motion Detectors
Microwave Sensors
Volumetric Sensors
Infrared Sensors

Less than Lethal Devices

Bi-axial horns
Strobing lights
Issues

Automatic Responses
Controlling Authority
What if lethal? Like Tasers??
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Closer Look at - VCA

Video Content Analysis
Sexiest and Fastest Growing Application

What is available?

VMD - Video motion detection
Unattended package/baggage
Facial Detection

Facial Recognition

Object tracking

Tailgating

People counting

People swarming
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What is required to do it?

Analog video
A lot of information
Difficult to get
Digital Video

Less information
Easier to get
Centralized or decentralized
Similar concerns as with recording
Data bases

Nice, VistaScape, ObjectVideo, & MATE
are vendors
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Closer Look at - PIDS

Perimeter Intrusion Detection
Challenges

Which type of product to use?
Video Content Analysis
Buried Coax / Fiber Optic Cabling
Fence Line Fiber Optic Cabling
Volumetric Sensing

Hardened Fences
Geographical Challenges

How long is the perimeter and what
borders it?

What type of terrain is there?
What is already on the perimeter?
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Electronic Security
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Closer Look at: Command and Control

Access Control System
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Closer Look at: Command and Control

Video Management System
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Closer Look at — Command and Contro

What to put in the Command Center

Consoles

Integrated or stand-alone
Video Teleconferencing

Good in adjacent room
Display Walls

Do you really need them?
Servers and Storage

May be a good place to locate these for
ease of maintenance and upgradeability

Desires of the command center drive entire
system
Numerous consoles = more video
Display wall = quality video
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Application
Control
System

Server(s)

Video
Recorders
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For Application
Clients (e.g. PTZ)
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Closer Look at: Getting Started

Getting the Team Together

Internal Team

Define the High Level requirements

Define the High Level budget
Consultant

Proven and Challenges
Interview vendors

Ask the hard questions

Ask for the reference installations
Create the specification

What type?
Equipment specification
Performance specification (design / build)

Ensure spec is what you want
Ask for the alternatives
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If Construction Documents are...

Clear
Concise

Biddable
Constructible
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Then, You get this...
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Not this...
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Goal is to be secure, not do fortresses
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Anyone is vulnerable
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Gas Station Class Project 1
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Group Exercise #1 Gas Station

What are the threats and
vulnerabilities?

What are the circulation
patterns?

What are the user/use conflicts?
Develop recommendations
Team presentations
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Gas Station: Final Product
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Gas Station Example
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For more information Randy Atlas

800-749-6029,305-756-5027
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