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MANY SCHOOL and university build-
ings in the United States have been con-
structed to achieve an inviting and open
campus style, with multiple buildings,
multiple entrances and exits, big windows
and many opportunities for privacy. Un-
fortunately, these design configurations
are not conducive to security. To address
these protection challenges and deter
broken windows, burglary and vandalism,
school architecture went through a peri-
od of fortressing that resulted in schools
with almost no windows and produced
fortress-like enclaves.

Incorporating the principles and prac-
tices of crime prevention through envi-
ronmental design (CPTED) in the design
and remodeling of schools can contribute
to the safety of the campus while reducing

the target hardening and fortressing ef-
fects of a bunker mentality. Technologies
like cameras, sensors, weapons screening,
etc., can help contribute to the overall se-
curity of a school. Additionally, schools
must recognize the importance of good
maintenance, good construction, good
design, and a fair and equal management
style of school operation.

Many campus leaders are looking
to enhance how people, goods and ser-
vices enter their facilities. A secure en-
trance can prevent unauthorized entry,
and when prevention fails, the entrance
should mitigate an intruder’s ability to
enter the facility. The goal of the secured
entrance is to detect, deflect and deter the
potential attack long enough so that law
enforcement can be summoned and the
campus can be locked down.

Here are eight components of a secure
front entrance:

Perimeter fences to deter trespassing,
g limit access to non-primary entrances
- = " and funnel pedestrian traffic to areas where

I s h I persons can be observed and screened.
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approaching the facility from unobserved
or remote areas more obvious.”

Fences also make it more difficult to
access the site. Fences and perimeter
boundary definition serve as the first lay-
er of security for persons to gain access to
the main entrance.

Single point of entry to channel your

security resources in a cost-effective
manner. “Effective access control requires
that entry to and from a building be con-
trolled,” says Spicer. "Efforts to prevent
forced entry and trespass are compro-
mised if secondary points of entry or fire
doors are unsecure or easily defeated and
not seen.”

While large school or university build-
ings may have multiple points of entry,
the more entry points there are, the more
expensive and duplicative the security ef-
forts. The main point of entry should look
and act like the primary entry point and
not a fire egress door. It should be regulat-
ed with access control, surveillance and
strong design features that resist breakage
or compromise.

Staff monitoring of arrival and dismissal

times. “Arrival and dismissal times in
K-12 schools require a lower security pos-
ture due to the volume of student and staft
movement,” Spicer says. “Properly trained
and equipped staff must be assigned to
monitor activities during these staff pe-
riods. This invelves training on intruder
response, reverse evacuation and how to
assist in the arrival of public safety vehi-
cles, school buses, private vehicles and/or
the media. Staff should be equipped with
radio communications and have the abil-
ity to call 911"

Strong visitor management. Without

properly screening visitors, schools
are at risk of allowing peaple into their
buildings who pose a threat to staff and
students. After the Sandy Hook school
attack, the security industry has noted a
dramatic increase in the utilization of pa-
per-based as well as computerized visitor
management systems.

Although computerized systems cost
more, they now are highly robust and offer

features that paper-based systems cannot.
Some computerized systems allow front
office staff to check visitors against a na-
tional sex offender database by scanning
government issued or school district is-
sued identification. They also allow staff
members to remotely flag visitors and
cross check their system with larger data-
bases at the state and federal levels,

A reinforced vestibule, sallyport or dou-

ble entry door system. Besides acting
as a weather vestibule, a double door sys-
tem can greatly enhance security layering
and screening. While a school vestibule is
not up to the same level of security as an
embassy or jail, the purpose is the same.
The hardware should be designed to resist
tampering and window glazing should
resist glass breakage. The ability to elec-
tronically lock down greatly enhances the
ability for quick response during an active
shooter situation.

Spicer also recommends that an in-
tercom or video call box be located on
the outside door so the main office or
administrative area can screen a guest or
vendor with this system while the guest
is still outside. Ideally, visitors should
pass through the main office. “The of-
fice would allow visitors to enter the first
entrance, but the secondary entrances
or exits would remain locked and mon-
itored,” Spicer says.

Window glazing that supports natural

surveillance and acts as a strong physi-
cal barrier. “Large windows, vision panels
and glass swing or sliding doors are easily
defeated,” says Spicer. “Window glazing
makes forced entry more difficult”

Glazing in modern buildings is now re-
quired to meet wind resistance standards,
which also act as forced entry protection.
Wind resistant glazing is typically lami-

Atlas to Present on Active Shooter Protection

at Campus Safety Conference Texas

At Campus Safety Conference Texas on June 12, Randy Atlas will
address emerging code changes as they relate to classroom locking
systems intended to protect students and teachers during an active
shooter situation. To register for Campus Safety Conference Texas,
visit CampusSafetyConference.com.
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nated with interlayers that bond the glass
and give it strong forced entry protection.
However, forced entry or burglary protec-
tion is not bullet resistance. The attacker
in the Sandy Hook school mass shooting
used an automatic weapon to shoot his
way through the entrance glass. Bullet-re-
sistant glass is very expensive and the ar-
chitect must specify what level of bullet
resistance they are designing for: pistols
or rifles, in addition to the size and speed
of the bullet.

The risk assessment will determine if
the entrances and glazing need to have
some level of bullet resistance and, if so,
how much. ASTM standards exist that ad-
dress the level of bullet resistance based on
the threat and level of protection needed.

If the primary entrance is designed
to be made up of mostly glass and met-
al mullions, there should be some kind
of barricade that could prevent or stop
a vehicle entry. This bollard or barricade
can be designed using CPTED concepts
and be strong enough to stop a moving
vehicle, yet attractive enough to look
like it was designed as part of the door
entrance system in a functional manner.
Any barricades or bollards must comply
with clearances of the Americans with
Disabilities Act (ADA).

All exterior doors should be monitored

electronically to determine if they are
fully closed and locked. Door position
switches (DPS) should be built into the
doorframes and connect with contact
switches in the doors. This can be ac-
complished at the top of the door, the
door hinge, the door closer or within
the door lock itself. A door that looks
closed but isn't might be used to gain
unauthorized entrance to the building
and introduce weapons or a shooter, or
at the very least allows all of the securi-
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ty efforts at the primary entrance to be
undermined.

Door hardware choices will reflect
the level of protection that is desired
and determined by the risk assessment.
‘The door hinges should be tamper resis-
tant. If an exterior door has exposed door
hinges, the pins must be non-removable.
Commercial-grade glass doors have inte-
rior built-in hinges that are not exposed
to tampering. Secondary fire exit doors,
however, are hollow core metal doors with
an exterior hinge. These doors are vulner-
able to attack and a removable hinge pin
can easily compromise the door by lifting
the hinge pins and swing the door out op-
posite of the door lock.

It is not a standard of care or best
practice to recommend or approve
keeping doors between buildings unse-
cured. However, practical limitations re-
lated to existing buildings and the flow
of students can make it very difficult to
secure all perimeter doors. This is espe-
cially true at a high school. Given that
elementary and middle school students

are more vulnerable, strong consider-
ation should be made to securing all pe-
rimeter doors. Teachers can be trained
to unlock these doors during class
changes, or electronic access measures
can be used to facilitate class changes
and other access needs.

Duress/panic buttons in the main office

or administration area. Another type of
emergency communication technology
that has been seeing much wider usage in
recent years involves duress alarms. These
systems allow school staff to rapidly and
sometimes discreetly summon emergen-
cy assistance by pressing a button.

Although panic buttons are reactionary,
they make it easier for school staff to notify
police and call 911. Duress alarms allow for
more communication efforts to be direct-
ed towards safeguarding students. If the
school is totally dependent on front office
staff to provide notification of an intruder,
consider expanding the panic button sys-
tem to a full intruder alarm that broadcasts

a unique warning to the entire school.

While traditional systems have been
mounted under desks of key personnel,
there are now a variety of options such as
duress buttons that can be worn on the
person and pendant systems, which are
part of the voice amplification systems in
use in many classrooms. These systems
sometimes also allow people at a moni-
toring station to hear what is being said
at the location where the duress button
on the pendant has been activated. At
least one vendor also offers a feature that
allows emergency responders to hear the
live audio feed and, if security cameras
are in use, to see live video feed from the
incident location. This could be an espe-
cially important feature for school office
settings.

Prevention and design are the keys to
making educational facilities safe and se-
cure. Adopting these eight components in
your front entry is a good start.
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